AN1072 - Setting up the Net2 software

The following guide provides an overview of the steps required to configure a Net2 installation listed in
the best order in which they should be performed. Detailed application notes are also provided.

Doors

~N
J

The first section to configure when setting up a new Net2 system is Doors. Readers must be
configured before areas, access levels, and other sections can be set up.

@ AN1046 - Configuring readers and keypads

Areas

r A
'Areas' is a feature of Net2 Professional. If anti-passback or roll call reporting is to be used, areas
and area group need to be set up. If not, skip to creating Timezones.

@ AN1023 - Configuring areas and area groups

Timezones

r A
Timezones are different times of the day and week when access will be permitted. These should be
created/edited before access levels can be fully utilised.

@ @ AN1038 - Using Access Levels and Timezones
\

Access levels

Access levels control where in a building a user is allowed and during what times.

@ AN1038 - Using Access Levels and Timezones
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Departments

Departments allow users to be grouped together enabling quick reporting and viewing of users.

@ AN1041 - Using Departments

Users

N
J

'Users' are people that use the access control system. Users are identified to the system by a card,
token or PIN (or a combination of any of these). Once a user has been identified to the system, a
decision can be made on whether they are permitted or denied access.

@ AN1039 - Adding a new user

Operators

r A
'Operators' are users that require access to the Net2 software.

g @ AN1073 - Net2 operators - Adding / Assign privileges
\

Fire Alarm Integration

Fire alarm integration is a feature of Net2 Professional only.

a ) @ AN1031 - Integrating Net2 with a fire alarm system
/1N

- J

Roll call and muster reporting

4 \
Roll call and muster reporting is a feature of Net2 Professional and can be used in conjunction with
the fire door unlock feature.

@ AN1032 - Using roll call and muster reports
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Anti-passback

Anti-passback is a feature of Net2 Professional that enhances the security of a site.

@ AN1063 - Configuring anti-passback

Intruder alarm integration

r A
Net2 can be integrated with an intruder alarm to arm and disarm the system using the access
control readers.

AN1035

- Integrating Net2 with an intruder alarm system
. J
|/O Boards
r A

I/0 boards can be added to a Net2 system and used for any number of different applications. The
boards need to be configured and can then be used is conjunction with Triggers and Actions.

Red

Brown

@ AN1066 - Installing an 1/0 board

Orange

VN | IS
g J
Triggers and Actions
r A

"Triggers and Actions' is a powerful feature, used in conjunction with 1/0 boards, allowing Net2 to
automatically control various systems around a building.

AN1067 - Using Triggers and Actions

AN1079 - Lighting control using Triggers and Actions
AN1080 - Economic control of air conditioning using Triggers and Actions

g J
Site Graphics
r A

Site Graphics provide a visual representation of the site, allowing operators to monitor events
around the site at a glance.

@ @ AN1064 - Using Site Graphics
\
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Cameras

( N\
'‘Cameras’ is a feature that allows you to view live images from IP addressable cameras from
within Net2.

m.. @ AN1052 - Integrating IP Cameras with Net2

- J

Camera Images integrated with Net2 Events

( N\
Net2 allows integration with camera software to provide digital images to be associated with an
event. The camera software needs to be configured before integration with Net2 can take place.

AN1053 - Integrating Net2 with Milestone software
@ AN1083 - Integrating Net2 with OnSSI software
AN1084 - Integrating Net2 with the JVC NVR
AN1093 - Integrating Net2 with Dedicated Micros software
AN1108 - Integrating Net2 with Pelco software

\§ J
Timesheet
4 \

Net2 can provide basic time and attendance reporting when used with the Net2 Events table.
Users, Departments and Operators will automatically appear in the Timesheet programs.

AN1029 - Using Net2 Timesheet
% AN1098 - Using Net2 Timeline
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AN1046 - Configuring readers and keypads

If the Net2 application is running when a token is presented to a reader or a button pressed on a
keypad for the first time, the unit will configure itself in the software automatically.

Some individual settings may need to be set manually. Readers and keypads are configured in the
Door settings of each control unit.

The display below shows the settings corresponding to Reader 1 and Keypad 1 connected to that
control unit.
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Name

The default name for reader 1 is [Door name] (IN). The default name for reader 2 is [Door name] (OUT).
The reader names set here will appear in reports and be used to set access levels and areas.

Reader type

This should be set to the relevant type of reader.

(e vu .. 2\
Setting Description
None If no reader is connected
Paxton reader If a CARDLOCK or PROXIMITY reader is connected
Clock and data If a non-Paxton clock and data reader is connected (Paxton readers are clock and data readers)
Wiegand reader If a Wiegand reader is connected
ANPR - Clock and data reader If a Paxton ANPR clock and data reader is connected
ANPR - 26 bit Wiegand reader If a Paxton ANPR Wiegand reader is connected
g J
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Keypad

This should be set to the relevant type of keypad. Many third party keypads are compatible with
Net2 running v4.18 or later software.
Refer to: AN1112 - How to configure a Wiegand keypad < http://paxton.info/1650 >

Setting Description
None If no keypad is connected
Paxton keypad If a keypad is connected

Token data format

Every card enrolled on a Net2 system must have a unique number. The token data format option
allows Net2 to read a variety of encoding formats. The default setting is for the Net2 encoded
cards and tokens (random 8 digit number). For details on how to set up a new token data format
refer to: ANT1045 - Using ABA format 3rd party cards with Net2. < http://paxton.info/1052 >

ANT1125 - Configuring Wiegand 26 bits with a site code. < http://paxton.info/1753 >

e )
Setting Description
Default This is for Net2 encoded cards and tokens (random 8 digit number
Paxton token This is for CARDLOCK and PROXIMITY cards and tokens (encrypted number)
Bank cards This allows Net2 to use bank cards
First 8 digits This allows Net2 to use the first 8 digits encoded on the magstripe
26 bit Wiegand If a Wiegand reader is connected, Net2 is configured to read 26 bit Wiegand tokens

26 bit Wiegand with site code  If a Wiegand reader is connected, Net2 is configured to read 26 bit Wiegand tokens and check
the site code.

Custom Wiegand If a Wiegand reader is connected other than a 26 bit Wiegand reader. A Custom
Wiegand format must be first set up in the Net2 Configuration Utility

Reader operating mode

s
\

The correct operating mode should be selected from the drop down menu.

4 )

Setting Description

Inactive There is no reader or keypad connected (or they are inactive for some other reason)

Token only Access is granted by presenting a valid user token

Token plus PIN Access is granted by presenting a valid user token AND entering the relevant PIN

Token plus code Access is granted by presenting a valid user token AND entering a valid code

Desktop reader A desktop reader is connected. This reader is to be used to add users to the system

PIN only Access is granted by entering a valid PIN

Code only Access is granted by entering a valid code

Token or PIN Access is granted by presenting a valid token OR entering a valid PIN

Token or code Access is granted by presenting a valid token OR entering a valid code

Token, PIN or code Access is granted by swiping a valid card OR entering a valid PIN OR entering a valid code

Clocking in reader For use with Timesheet software. Events from this reader will be sent to the Timesheet software
\Clocking out reader For use with Timesheet software. Events from this reader will be sent to the Timesheet software

J

The list of operating modes displayed in the drop down menu is dependent on the reader type
and keypad type settings.

For example, if a keypad is configured without a reader, the drop down menu will only allow:
Inactive, Code only and PIN only.
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Difference between Code and PIN

Code
Codes are low security as they are not included in user access levels.

They are set in the individual Door's screen. A control unit can have up to 50 codes between 4 and
8 digits long. When using 'Code Only', Net2 will not be able to track who has entered through that
door as no user is specified, only that a valid code has been entered.

Codes are very quick to set up and change. This can be handy for casual visitors entering a
non-public area but should be changed on a regular basis as they can easily be disclosed.

PIN
PIN stands for Personal Identification Number. They are 4 digits long and are set up in a user record.
PIN's allow the users access rights to be controlled and changed without affecting other users.
It also allows them to be identified by the system for reporting purposes.

For added security, both Codes and PIN's can be used in conjunction with a user Token. A user
token which has been lost or stolen still requires the specific PIN or Code to be known.

Timed operating modes

This feature allows a different operating mode to be used depending on a timezone. For example,
during the day, the door may be set to "Token only' but out-of-hours this can be upgraded to
require 'Token plus PIN..

To configure this, tick the box, select the required timezone from the drop down menu and the
required operating mode from the other drop down menu.

Reader action

This is the action that will happen when access is granted.

f )

Setting Description

Relay 1 - door open time Access granted will energise relay 1 for the door open time.

Relay 1 & 2 - door open time Access granted will energise relays 1 and 2 for the door open time. This is used when fitting two
locks on one door.

Relay 1 - toggles Access granted will toggle relay 1. - The relay will stay energised until a second access granted
is made.
Relay 2 - toggles As above but for Relay 2.

Further information: AN1124 - Two locks on one door < http://paxton.info/1780 >

Doors\[Door name]\Reader 2

The Reader 2 tab shows the settings corresponding to Reader 2 and Keypad 2 connected to that
control unit.

The default name for Reader 2 is [Door name] (OUT). This can be changed.

Readers 1 and 2 are configured separately and can have completely different settings.
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AN1023 - Configuring areas and area groups

A typical site plan

Areas and area groups make it easier to set up access levels on larger sites by grouping readers into
a single entry. (e.g. Factory) It also allows you to use advanced features like anti-passback.

The diagram shows a typical site controlled by access control.

The following examples will guide you through the steps you would need to go through to
configure this site for Area and Area Groups.
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We will set up individual areas such as Car Park, area groups such as Manufacturing which contains
areas for Factory and Stores and also a full Building Complex group that we would use to run a single

fire alarm roll call for everyone on site.

Name the ACU's and Readers

The first step is to give each control unit a
meaningful name.

Now select each ACU from the tree view and

make sure that the In and Out readers are also

configured and named properly.

[ R&D Test PC - Net2 Access Control
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Name
v Back Door
v Building Link
v Car Park Barier 1
v Car Park Barrier 2
3 Front Door
v Meeting Room
v Stores

ACU serial no.
00217654
00234674
00260419
00277760
00234741
00308365
00312355

Type
Met2 Classic
Met2 Clagsic
Met2 Classic
Met2 Classic
Met2 Clagsic
Met2 Classic
Met2 Classic
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Areas

Click on the Areas icon to enter the names. You will notice that we have created Reception / Sales
as a single area as no ACU controls the door between Reception and Sales. A default area called
'‘Outside World" has also been created. This can be re-named if required.
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Reader definitions

Once the Area names have been entered, click Apply and then move onto Reader definitions.

This is where we tell the system which ACU's control the access across Area boundaries. Note that
we only define the IN reader, as the ACU is a one door controller and so the OUT reader is assumed
as being on Reader 2 (if fitted).

A very simple site can have Exit buttons and even leave some ACU's undefined in the Areas
system. These ACU's will be shown as a -, however, this does impose severe limitations and some
Net2 functions will not be reliable (e.g. roll call) as users can change Areas without being tracked.
The screenshot below shows how the reader definitions would be set up for our example site.
Back Door (In) goes from Outside World to Factory.

Make sure that you get the direction (From and To) correct. For example Barrier 1 (In) goes from

Outside World to Car Park and Barrier 2 (In) goes from Car Park to Outside World. In this case we
define both Reader 1 (In) as Reader 2 (Out) is not being used.
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We can further put areas into groups to make roll call and anti-passback easier to configure and
understand.

Click on the area groups tab, and you should see a list of your areas. You will note from the site
plan, that Reception/Sales and the Meeting Room can be defined as an area group called Offices,
and the areas of Factory and Stores are better grouped as Manufacturing.

Add an Area group by clicking the Add button, and entering the name.

You can now drag and drop the areas into their groups to show the correct structure. The
screenshot shows that we have also created an area group called Building Complex which we can

use for site roll call reports. Drag the Manufacturing and Office icons into this new area group.

The car park is not part of any larger area group.
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Using Access Levels with Areas

Access levels are defined using areas instead of individual doors. On large sites this makes the
administration of the system easier as some areas, like Factory, have more than one access door
but only require one entry in the table.

Note that we have set Outside World to 'All day, Every day' ensuring that wherever you are on
the site you can always exit the complex.

Doors not configured in the Reader definition screen as having an area location will still appear
in this list as individual ACU's and can be configured as normal. (See following restrictions)
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Areas and Area Group restrictions

Now that areas and area groups are set up additional features of Net2 can be used.

Anti-passback: This feature can be activated to ensure that a user card cannot be used twice
in succession to gain access to the same Area.

Please note that the same door may not be used to control two individual anti-passback
boundaries - i.e. You cannot have both Manufacturing and Building Complex (Manufacturing +

Offices) anti-passback systems as the Back Door is required in both definitions.

See also:- AN1063 - Configuring Anti-passback < http://paxton.info/984 >

Roll call and muster: Muster reports are compiled by area or area group. These reports
provide a list of users by Area when the report is run. This function can also be linked to an
alarm input which will produce the report automatically. Readers can also be designated as
Muster Points. When users appearing in the roll call report present their card at a Muster Point
their status is moved from 'Missing' to 'Safe’. See also:- AN1032 - Using roll call and muster
reports < http://paxton.info/060 >

EVERY reader must be within an Area definition to achieve an absolute site roll call. This may
mean creating areas for a Stationary store, Cleaners cupboard, etc. so that every use of any
reader still tracks a user within the Areas system. Exit buttons are permissible at these locations
as we are checking the roll call for people reaching a Muster Point, but their 'Missing' location
will not always be accurate as Net2 only records the last reader used.
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AN1038 - Using Access Levels and Timezones

Overview

The Access Level is at the heart of Net2. Each one defines the relationship between the doors and
the times when a user has access through them.

When you set up a user's record, you select the access level that is applicable to them. With a
possible 250 access levels, all combinations can be catered for.

Timezones are used to define the time periods and are discussed later in this application note.

Access levels
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In the above example we see an entry in the table for every reader that has been enabled. The Car
Park ACU has both In and Out readers installed and so this 4 door system has a total of 5 entries.
Alongside each entry is the timezone that defines when this reader is active and users who are
assigned this access level will use these reader restrictions.

The three timezones used here (All day, every day / At no time / Working hours) are already set up
as defaults in the software. You can modify the Working Hours timezone if required.

We have allowed full access to the 1st & 2nd floors, restricted the access to using the Car Park and
denied access to the 3rd floor. By naming the access level with its description, it makes it easy to
assign the correct one to a user as its name will display in the user record in a drop down menu for
easy selection.

A basic system could be configured with these default timezones in different door combinations.

NOTE: It is usually good practice to set Out readers to All day/every day to avoid locking people on
site after work.
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Creating an access level

When deciding what access levels are required, you should determine how the system will be
used by the customer in the future.

A site manager will easily relate to the physical layout of the building.

Example names: 1st Floor only, 1st Floor, 2nd Floor & Car Park. This makes it easy to upgrade a
user from one to the other just be selecting the new level in their user record.

A personnel department may be better suited to defining access levels by user/job type.

Example names: Accounts Dept, IT staff, Cleaners, etc. These will often give access through the
same doors but they will have different timezones.

You can use either style or a mix of both as required. Examples of both appear in this document.

To add a new access level, click on Access levels in the tree view and then New access level.

You now have the option to create a new blank access level with all timezones and all readers set to
At No Time, or you can use one of the existing access levels as a template. This is helpful if there is a
large numbers of doors on a system and this new level only differs slightly from an exisiting one.
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You can set the access level for all people in a department by right clicking on the department in
the tree view, and selecting Properties.
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AN1038 - Using Access Levels and Timezones 2



. Paxton Access Ltd - Met? Access Contral |_£”_r@£ -
e Yoo Go Iook Doons ek
€ Back ~ | ¢ Refiesh | o 8 Finduser | [ Opendoor 4 New access level -
W4 Met2 Access Control « i L
2 Everits Door / Area name | Timezone
w8 Users ' st Flaor [In] All day, every day
B ﬂ Access levels = ' 2nd Flaar (I All day, every day
1 Noacoess = 3rd Flace In] At notime
] Al hours: all doors Wby Car Park fIn) ‘warking haurs /x
ﬂ Warking hours ' Car Paik (Out) wl day, every day ( .']
ﬂ 15t Floor, 2nd Floor and { g? 39 - 03.00 \_/
= & Timezones "ﬁw : R
e Bt riotime Working hours
qh All day, every day
._.Jg ‘Working hourg >
< m ]

Once the basic level has been created, you can then select the timezone by clicking directly on
the timezone entry (right hand column) and activate the drop down menu of available timezones.

Timezones

The Net2 system makes use of timezones in functions that depend on the time and day of the week.
Once a timezone has been set up, it can be used for any number of features that need to be active
during the defined time period. The maximum number of timezones is 64.

Their main use is in Access levels to define active time periods but they can also control system
functions, like opening the main gates during working hours.

A timezone is made up of several timeslots. An example is shown below for a Cleaner.

Sunday No Time

Monday - Friday 6am to 10am
Saturday 7amto 11am
Public Holidays 7amto 11am

Timezones can have several timeslots per day allowing for break times, evening classes, etc.
The maximum number of timeslots per timezone is over 2000.
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New Timezones are created in the same way as Access levels. Click on Timezones in the tree view
and New timezone.

- Adding timeslots

New timeslots can be added by putting the mouse pointer on the required day at the start time,
click and hold the left mouse button while dragging the pointer to the end time.

Note: The values also display in the time window at the foot of the page.

- Deleting timezones
Timezones can be deleted by clicking the 'Delete’ button.

- Deleting timeslots
Timeslots can be deleted by first selecting the timeslot and pressing the 'Delete’ button.

- Dragging and dropping

Timeslots can be moved by dragging and dropping. Select the timezone by holding the left mouse
button down and moving the pointer whilst the timeslot is selected. The start and end times of a
timeslot can be adjusted to the nearest 15 minutes by dragging the end of the timeslot.

- Start time and End time windows

These appear in the bottom left hand corner of the main display window. When a timeslot is
selected the start and end times are displayed. The timeslot can be adjusted to the nearest 1
minute using up and down arrows.

- Copying and pasting
Clicking on the right mouse button whilst a timeslot is selected will activate cutting, copying and
pasting. An entire sequence of timeslots in one day can be copied using the copy day feature.

- Public holidays

As well as the 7 days of the week, there is an entry for public holidays. This allows specific timeslots
to be set up for days that are nominated as public holidays. By default, this is left blank so that any
days defined as public holidays will not allow access. (except All day, every day)

In the previous example, the Cleaners timezone has been set up to allow access to the premises
between 7am and 11am on public holidays.

- Apply
Changes must be applied for them to be added to the database and become active immediately.

- Naming the Timezone

As with Access levels, choosing the name you give them will make future programming much
easier. As the name of each timezone appears in the access level alongside its reader it may be
better to use a description (e.g. Mon-Fri : 06:00 - 18:00) rather than the user (Cleaner).

If you use the time of day (07:30 - 21:00) then clearly you should not modify the timezone in future
but create new ones (07:30 - 23:00) should the need arise. However if you have created a Cleaners

timezone, only users with access levels linked to the Cleaners timezone will be changed.

It is always a balance that you will need to decide during installation, although names can be
changed at any time in the future.
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We can now use this Cleaners timezone to define a Cleaners Access level that limits their building
access but gives them 24 hour access to the car park to deliver materials etc.

Below we see the user's record that also displays the access level. The level assigned is set up on
this screen.

T Ty

£ 8 Clearers Pl Jones, Hilda
Sumame Janes

Telephone: ‘Fax
{11/11/2009 =] | [Never expies
i)
~ gy
Door / Are |
ks 15t Floor (In]
4 2nd Floor (In]
W 3rd Floar (In)
 Car Park (in]
Cat Park (Duf]
17 This user can amdisam the intruder dlam system

Get picture | Delete pictue | Baruser || Deleterscord ||
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It is possible to create a User record with its own Access level by selecting Individual
permissions. Assigning a Timezone to each reader is the same as for a normal Access levels.

@ Paxtan Access Ltd - Net2 Access Cantrol =2 E
e e T e
« Bsckv © -, Refissh | Frint &FMW | EM#&H| s Hew uger =
'::. Events - W s
=8 U_sers First name IT test
# B Accounts
m 84 Callcertre E Ak
i B Clearers Department I[nanei -|| Mew dept. |
= 8 Diectors Telephone Fax
m Sl RLD :
@ B Sles Personnel number . —
B Visitors Walid from [ Expires end
8 335 ]11.-"1 042003 :J Newer expies
€ ITtest -
Access rights | Taokens | Other detaﬂs! Mema | Events] Current validit_l,l| Anti-passhacki
Net2 actions 2 < @ |ndividyal permissions
Accpet level pemizzions
é Rt tany | ndividual permizsions
. Delete user
' Add new user -
# Lng off [aar / Area name | Timezane |
B CaiPak Al day, eveny day
& Factary 07.30-09.00
Met? details * ' Outgide world All day, eviery day P
— & Rieception / Sales X - >
Last known location 21| day, ver day
Car Barrier 2 {Out) At o time
10/10/2009 16:29:33 E&%?Eiighws
Net? documentation ¥ " | This user can am/dizarm the intruder alarm system
Get picture | Dielete picture Bar user | | Delete recard | | Expart vof | Apply |

System engineer ,i \Winner

This option should only be used for Emergency/Test situations where a normal access level
would take time to create and assign. Their use should be kept to a minimum.

Individual permission levels do NOT show in the Access level tree view and are therefore
much more difficult to trace and control.

It is far better to create an Access level for one user (e.g. Directors Assistant) than to create a
user record with 'hidden' permissions. These individual records will all need to be updated
when doors/readers are added to the site and may get forgotten.

- Using Areas and Area groups

NOTE: In the above example, areas have been used in the software which can combine
several doors. Only one entry per area is required, thus reducing the number of things to
configure. See AN1023 : Configuring areas and area groups < http://paxton.info/978 >
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AN1041 - Using Departments

Using Departments

Departments allow users to be grouped together. This is particularly useful when there are a large
number of users on the system. Having users grouped together by department enables quick
reporting and viewing of users.

. Paxton Access Ltd - Net2 Access Control
Departments can be created and edited by: £ S e Y
General b Fisd
( ) "_ﬁ thZ#GGESSCOMIUIE S |
£ Eienis Field names .
Right clicking on Users in the tree view B s 5 Taken types -
= i ﬁFcess levels | Token datafomats a
Ijl g ;I::rzon% Public holidayz
Through the Options menu B Aveas Card Pinting —]
34 Anli-passhack L Cameta integratian
1\ ) & \) Reports
& Rol cal

Go to the Departments tab and add any necessary departments.

Any number of departments can be created. The name of the new department is simply entered
into the text box.

Optians B

General Departmertts | Field names | Token types | Token data formats | Public holidays | Card Erinting | [LIL‘ The new depa rtment IS added to the
Thiz is a list of current departments IISt by preSSIng the Add bUtton'
Departments
Departments can be deleted and

renamed using the relevant buttons.

[none]
General Staff

Departments will be displayed in
the tree view window and the main
display window.

Itis possible to drag and drop users
into a department.

| ok || Ceneel || Apph |

Properties can be changed for a whole department by right clicking on the relevant group
in the tree view and selecting Properties. This will allow you to set and change the following
parameters for all group members:

- Activation date

- Expiry date

- Access Level

- Anti-passback

- Card printing template

AN1041 - Using Departments



AN1039 - Adding a new user

Adding a new user

- General information

'Users' refers to the people that use the access control system. Users are identified to the system by a
card, token or PIN (or a combination of any of these). Once a user has been identified to the system,
a decision can be made at each door whether they are permitted or denied access.

Every user that has been entered onto the system has a user record. This contains information
regarding their access permissions, cards/tokens, PIN's and any other details required.

The users on the system are displayed in the main window. If departments have been configured
then these will also be displayed.

To set up departments please refer to -: AN1041 - Using Departments < http://paxton.info/851 >

- Adding a new user
Adding users can be done in several ways:

e A\
@ New User. Click the 'Users' icon on the main Toolbar, click 'Users' in the tree view or
click the icon on the Welcome screen.

@ Desktop reader. When a new token is shown to the reader, the Add User form is
automatically displayed.

@ Large groups of users can be added by importing user data. Refer to -:
AN1011 - Importing and exporting Net2 user data < http://paxton.info/55 >

- J

Add user & ]

Please select the tupe of token which you wish to izsue

Token type | Diefalt hd | ‘ Mew lype |
First name | Get picture \
Middle name =
Sumame
Department ﬁﬁ|
Access level !ms:'I
Telephone i
Far Email
Walid fram W Position
Expires end Ii““ 3/03/2009 - Start date
Address 1 Car registration
Address 2 Motes
Towmn
County
Past code
Hame telephone Personnel number
Horme Fax PIN | uwaPIN |
Mabile Taoken number

When | click ‘4dd user' reload the token type default values
@ When | click ‘Add user retain the previous record values
| Close
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You can enter as much information as you like through this form. The users name must
always be entered. When completed, click 'Add user. This will save the record and clear
the fields for the next user's details to be entered. Clicking 'Close' will close the form and
go to the last user record entered.

By setting up a token type, fields can be automatically completed for different groups.
(e.g.Visitors) For further details on how to set up Token Types refer to -: ANT1042 - Using
Token Types < http://paxton.info/859 >

User records

Met2 Access Control

(Bl Yew Go Ioos Opians Help

siip s .
% Met2 Access Control
. Events
= & Users
€ Bidgood, Martyn
= ﬁ Access levels
# ol Timezones
= B Doors
B Areas
': Antipassback
# \3 Reports
& Rol cal
% Met2 operators

Met2 actions

@ Bar user

W Delete user
s Add new user
™ Log off

Met2 details
Bidgood, Martyn

Currently not in the
building

Net2 documentation

2 Back ~ - O efiesh

B e o § i

First name Martyn
Surarng Bidgood
Department | (nene] Yli Mew dept. |
Telephone Fan
Personnel number
“alid from || Ewpires end
20/01/2008 =] | [Never expie

Arcess rights | Tokens | Other detaiM Mem0| Events! Current valid\ty‘ Anﬁ-passback'

Individual permissions
@ Access level permissions

| ‘wiorking hours - |

Door / Area name ] Timezone J
ol Car Park ‘wiorking hours

s Factony “whorking hours

& Meeting Room At ro tire

' Outside world All day, every day

L Reception / Sales “working hours

& Stores At no time

Thiz user can arm/dizaim the intruder alarm system

| Get picture | l Delete picture J | Bar user ‘ | Delete record | | Export wof

| System engineer

¢ Cepalina

- General information

Name, telephone number, department and personnel number can be recorded if required.

- Valid from and Expires end
Indicate the dates between which the user is valid. Visitors for example can be configured so that

their card automatically expires after one day. Contractors or temporary staff can be configured to
be valid between certain dates.

The 'Expires end' date is inactive as default. If required it can be marked as active and a date can be
selected from the drop down calendar.

The user can be barred from all doors by pressing the 'Bar user' button.
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A user's complete record can be deleted by pressing the 'Delete record' button. This will completely
remove the user record from the database. - WARNING. This action cannot be undone.

- Pictures
* Get Picture.

A picture can be imported by pressing the 'Get picture' button. Bmp, jpg, gif, wmf and emf formats
are supported. Pictures can be deleted by pressing the 'Delete picture' button.

* Capture Picture.

If a webcam has been installed on the PC a 'Capture Picture' button is displayed on the user records
screen. This can be used to import a live user picture into the database. To set up the web cam refer
to -: AN1092 - Integrating a web cam for use with Net2 user records < http://paxton.info/855 >

- Print card
Clicking on 'Print card' will print the card for the user being displayed. To set up card printing refer
to-: ANT1034 - Net2 Card Printing < http://paxton.info/56 >

- Access rights
The user can be assigned an access level from the drop down list. Refer to -: AN1038 - Using Access
Levels and Timezones < http://paxton.info/847 >

Individual permissions. This option should only be used for Emergency/Test situations where a
normal access level would take time to create and assign. Their use should be kept to a minimum.
Individual permission levels do NOT show in the 'Access levels' tree view and are therefore much
more difficult to trace and control.

- Alarm users

When Net2 has been set up with 'Intruder alarm integration' enabled, a tick box labelled "This user
can arm/disarm the intruder alarm" appears in each user record. Tick this box to give the user the
authority to control the alarm system.

- Users » [User name] » Tokens

The main display shows the tokens that are assigned to the user. Users can be assigned more than
one token as required. Tokens can be added by either entering the card number manually OR by
presenting or swiping the card at a desktop reader. Right clicking on the key icon allows this to be
changed to the style of token issued.

Tokens can be deleted completely by pressing the 'Delete token' button.

- Lost token

If a token is marked as lost, it will be automatically invalid on all doors. If it is presented at any reader
on the system, an alarm event will be generated. If a token that is marked as lost is then found, the
token can be reinstated with the 'Found' button or can be deleted and the token issued to another
user.
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- Users » [User name] » Other details and Memo
Details can be entered for every user on the system. Default user detail fields are:

Address 1
Address 2
Town

County

Post code
Home telephone
Home fax
Mobile

email

Position

Start date

Car registration
Memo

The 16 user detail fields can be modified as required.
Note: Field names can be edited by double clicking on them (unless disabled in Options).

- Users » [User name] » Events

This tab displays the events for that user. This can be useful if trying to locate a user in a large
building, simply go to the user record and see where they presented their card last. The
events in this screen can be sorted by any of the columns by clicking the left mouse button
over the column header.

- Users » [User name] » Current validity
This tab shows where the user is currently valid. The readers on which the user is currently
valid will be highlighted; readers where the user is currently invalid will be greyed out.

- Users » Anti-passback
Reset allows the users anti-passback status to be reset and their next valid access sets their
location in the system.

By default, users must obey anti-passback rules; this can be deselected. This means that
security staff, for instance, can always gain access through doors, which might otherwise have
been barred. For example, when in pursuit of an unauthorised intruder, they might end up
tailgating users through doors, and it would not be appropriate for them to then be barred
from going through other doors. It is possible to right click on a department, go to properties,
and then select or deselect all users in that department to obey anti-passback rules.
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AN1073 - Net2 operators - Adding / Assign privileges

Overview

The term 'Net2 operator' relates to a person that has access to and uses the Net2 software.
There is no limit to the number of Net2 operators allowed.

Net2 operators can be assigned different privileges allowing them various levels of access to the
features of the system. Operator privileges are split up into 7 levels:

r D
System Supervisor Card Standard Events onl Timesheet | eetonl
Engineer P Administrator (Read only) entsonly | administrator Yy

Events J J J J J

Users J J J Read only J

Access levels J Read only Read only Read existing

and create new
Timezones J Read only Read only Read only
D Cannot replace or delete ACU's or refresh x x x
oors ACU firmware. Otherwise full access
Areas Read only x x x

Anti-passback

Read only x x x

%|%|%|%%8 %% | K| %(%|%| %8| B
baikatkattadkattatbattadtaakagtattadkatka)

1/0 Boards J J x x x
Triggers and
Actions J J x x x
Cameras J J Read only Read only Read only
Site Graphics J J Read only Read only Read only
Read existing Read existing
Reports J J and create new | Readonly and create new
Read existing Read existing Read existing
Roll call J J and create new | and create new and create new
Can create new operators at the Read existing
Net2 Operators J level of Supervisor and below Read only Read only and create new

Timesheet J J Read only Read only Read only J View own info.
Server Config.
Utility ?, x x x x x x

)

Important
Only System engineers and Supervisors can create operators.
Supervisors cannot create System engineer operators.
J
- J

The new operator wizard is launched by double clicking on

’7 R the 'New operator' icon.
permissions set their rights to MNone!
Click ‘Finish' save changes or ‘Cancel' to abort;
Before an operator can be added, they must first be a ‘User' on
Name Ahmed Bai [
: 2 the system.
Dperator rights Supervisar v
Password  [me
Cermparsand [~ Select the required privilege from the drop down menu.
Get the new operator to type in their password and confirm it.
Operators are removed by changing their privilege to 'None'.
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AN1049 - Holding a door unlocked with Net2 software

Net2 allows the user to create and select a timezone to hold the door unlocked automatically.

@ Select the door from the Doors menu

@ Select the Timezone that you require in the 'Unlock the door during' menu.

Under normal operation, this should be set to 'At no time' so that a valid user card must be presented
each time to gain access.

In the example below, we have selected the working hours timezone. The door will therefore be
unlocked during the period defined in the 'Working hours' timezone.

You could create a specific timezone (e.g. door unlock 08.30 - 17.30) to only be used for this function.

This is useful where a receptionist is present to supervise visitors during office hours but overnight
the main door will be locked and require a valid user card to gain access.

This feature can be further defined by checking the 'Only unlock the door once a user has been
granted access' box. This ensures that the door will not unlock if staff have been delayed and the
building is still unoccupied when the timezone becomes active.

To create a timezone, refer to:-
AN1038 - Using Access Levels and Timezones. < http://paxton.info/847 >

| Test Site - Net2 Access Control o |[=3[E
1 ves
Gons o e [ omsn| § o e

[ ACU DogzIsEs Bl ACLJ 12345671

[ ACU DDS235EE ACL serial number. 12345578

[ sCU Do9zas7z Dot name ACL 12345675

[1 ACu pos23573 arice

[7 Acu oogzIsTs 3

[ ACU DD323577 Unlock the door duiing | wiarking howrs (@ lehnen door |
LI 00923581 e

E ACL 00923583 oc:k thie door once a user has been granted access ﬂ|

ﬁ ACU 00923585 | Silent operation

Dioor open time [seconds) 7 ‘j seconds
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AN1063 - Configuring anti-passback

Anti-passback principles

The main purpose of an anti-passback system is to prevent a card holder from passing their card
back to a second person to gain entry into the same controlled area; for example a Car Park.

It also improves the accuracy of roll call, 'Last known position' reports and deters tailgating.

If a user follows a colleague OUT of an area without presenting their own card, their error is
discovered when they try to return to the area. As this user is still shown as being IN the area, the
use of their card for the IN direction is barred.

To use anti-passback, areas must be set up first. For further details on how to set up areas and
area groups refer to:- AN1023 - Configuring areas and area groups < http://paxton.info/978 >

If the system is Reset, the next valid access for a user sets their current location in the system.

Door contacts should be fitted to doors included in the anti-passback system to confirm that the
door has actually been opened. If not, the users 'last known position' will not be changed.

Logical Anti-passback
Logical anti-passback is used on sites where strict access control is important. It requires both IN
and OUT readers at each area boundary. The system must see a user card leave an area before

allowing access in the opposite direction.

This is particularly suited to deter users from tailgating each other. If they do not read out of an
area, they will not be allowed back in, no matter which door they try.

An Administrator must Reset the users anti-passback permissions to allow access into the area.

Timed-Logical Anti-passback

This system is suited for a general office environment. As long as a user obeys the logical
anti-passback rules, they may re-gain access to an area immediately. If, however, the user tailgates
another user out of the area they will be allowed to re-enter after the specified time period from
their previous valid access. This waiting period should inconvenience the user but will avoid them
being trapped in an area.

This removes the need to reset the user's permissions but the Access Denied event is still recorded.

Timed Anti-passback

Timed anti-passback prevents a user card from entering the same area twice during a set time
duration. This is useful where there is an exit button or free access turnstile and no OUT reader.

A swimming pool may only have access control into the area but no control on the exit. Setting

up timed anti-passback with a duration of 15 minutes, would prevent a user being able to enter
the area and hand their card immediately to a friend or colleague to also gain entry.
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Configuring Anti-passback

olBE ]
STORES &
o ___‘ i
. CAR PARK U . Stores
oen E __| FACTORY
ad >
ﬂ ) u Barrier 2 ~/
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Front Dot @ " : Q@D @iiﬂ O ﬂ# St i ﬂ
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Anti-passback requires areas and area groups to track user cards around the site. In the above

diagram, we see that several areas have more than one entry/exit door. (e.g. Factory) Anti-passback
must be aware of this to ensure that it controls all the doors surrounding each area.

See also:- AN1023 - Configuring areas and area groups < http://paxton.info/978 >

NetZ Access Control

~=1a(x|

File “iew Go Tools Options Help
@ Back = EI Refresh G\ Find usger Open door a Mew user =
%) Net2 Acoess Control
-
(52 Evenis Areas Haadal-dafinil\unsl Aea gloupsi
m 8 Users
@ Y Access kvels Fieader name [ Goes fiom [ Giaesto
® iy Timezores [ Back Door (In) Dutside world Factory
= B Doors

B Building Link. [In]
E‘l Car Park Barier 1 (In]
Car Park Bartier 2 (In]

Reception / Sales Factory

Car Park
Outside warld

[H AcU 00567366

Outzide world
[ acu oos74879

Car Park

[H Back Door [ Frort Door (In) Outside warld Reception / Sales
[H Building Lirk [ Meeting Room (In) Reception / Sales Meeting Room

[H CarPark Bamier 1 [ stores in) Factary Stares

[ Car Park Barrier 2 .

[ Front Door

E Meeting Room

We will look at some examples of anti-passback.

Car Park - We can set up anti-passback to ensure that once a card has been used at the IN barrier, it
must then be read at the OUT barrier before being valid for entry again. This will deter users from

handing their card to a friend after they have gained access to the car park.

In the above screenshot, we have a Car Park area with the two barrier ACU's controlling access to
and from the Outside World. Ensure that the To and From direction for Reader 1 (In) is correct.
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NetZ Access Control
Eile Miew [Go Tools Options Help

@ Back - E,| Refrezh = Fani & Find uzer E Open doar S Mew uzer -

SJ Net? diccess Control

- f
- Evets #yeas | Reader definitions |

m 8 Users

=] "ﬂ Access levels Area groups

ol Timezones

) B Doors 0D Met? Access Contral Add
u Areaz En Building Complex
— 3 R i Dilefe |
w4 Anti-pazsback = u I anufacturing

= \JL Feportz -_. Factaory Hename |
& Fol cal T Stares
% Net2 operatars E---u Qffices

B Meeting Room
. H Reception / Sales
L Car Park

The area groups have been configured with the Car Park as a standalone area.

Click on the anti-passback icon. Select Car Park from the areas list and we can see the two
readers that control this zone.

Selecting Logical anti-passback will ensure that this restriction is applied.

I =IE
Help

Refresh Frint ’dg Find user H Open doar 2 Mew uger =

Alea groups I Car Park, j
The fallowing doors control access B Car Park Barrier 1
inta and out of Car Park |5 Car Park Barier 2
Type of anti-passback ILoglcaI anti-passback :I
Anti-paszhack enabled during IAII day, every day j

Lockout duratian (himim:zs) |DU:U‘5 ] j‘

“ou can instruct the control unit to reset its anti-passback contral at & specified time. This is sometimes called 'forgiveness', and is used to clean the slate sach day.

¥ Reset user's anti-passhack status |U2:UU A j‘

Inthe event that the control unit ISlandard access rights ;I
should lose contact with the server

|
|Sy3lem ENgineer ‘ |<j Deere 2

Anti-passback can be controlled by a time zone. This allows the system to be turned off when
tight control is not required or desirable (e.g. out of hours).

The system can be configured to reset the anti-passback status at a specified time. This means
that every user can start the next day with a clean slate.

There is also a manual Reset button that gives all the users a fresh start.

For anti-passback to work, the Net2 server must constantly update all ACU's. In the event of the

server losing contact with the control units you can choose to either have the ACU's deny users
access or allow them standard access rights.
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Tailgating

We can use anti-passback to deter users from tailgating. If they do not use their own card when
entering or leaving the building, anti-passback rules will bar them from returning to that area.
Anti-passback will therefore increase the accuracy of any roll call or 'Last known position' data.

By using Area Groups we can create a large group (e.g. Building Complex) that includes all the
individual areas (or other area groups) that make up the whole building.

Help

Fiefrezh I G\ Find uszer H Open door B Mew uzer =

Area groups IBuiIding Complex LI
The following doors control access Ei Back Door
into and out of Building Complex EI Reception / Sales

In the configuration that we have created, we show that access between the Outside World and
the Building Complex is controlled by the Back Door and the Reception/Sales doors. Combining
doors in the software is known as Global anti-passback, but it does have limitations.

See later restrictions on Global anti-passback.

If you set up Timed Logical anti-passback, this will allow users to pass freely unless they fail to
use their card every time. Anti-passback rules will then delay their return to an area until the time
period has expired. This inconvenience should deter tailgating. The 'Access Denied' event will

also be recorded.

Lockout duration is timed from the users previous 'access permitted' event into that area.

Event data

Every anti-passback event will have the type of anti-passback used (Logical, Timed or
Timed+Logical) included in the event record. If this is information is missing, that door or user has
not been included in the anti-passback system.

The first example ( events are displayed from the bottom up ) shows a user attempting to pass
through a door twice in the same direction, possibly having tailgated a previous user, that has
Logical control.

18/ /2008 09:33:37 1T Wisitor Door 9 [Cut] Access denied - invalid token Anti-pazzhack [Logical]
18/01,/2008 09.20:00 1T Wietor Croor 9 [0ut) Arccezz permitted - token only Anb-pazzback [Logical]
18/00/2008 092354 1T Wisitar Dranr 9 [In] Ancess permitted - taken anly Anti-pazshack [Logical]

The second example shows a user card being denied access through a timed door with a 5 minute
timeout. The repeated use of the card within the 5 minute period has been denied.

=0 10/01/2008 07:52:28 1T Visitor Droor 15 (In) Access permitted - taken anly Anbi-pazsback [Timed]
ﬁ 10012008 074413 1T Yisitar Daar 15 (In) Arncess denied - invalid boken Anti-paszhack [Timed]
P 10/01/2002 07.44:07 1T Visitor Door 15 (In) Access denied - invalid taken Anti-pazzback [Timed]
=0 10/01/2008 07:44:00 [T Visitor Door 15 (In) Accezz pemitted - token anly Anti-passhack [Timed]
=6 10/01/2008 073546 1T Visitar Droor 15 (In) Arccess permitted - token anly Apti-pazsback [Timed)
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Global anti-passback restrictions

Met2 Access Control =

File Miew Go Toolz Optionz Help

# Back = E,l Refresh G\ Find user Open door E Mew uzer =

S Met? Access Control
’:_ Ewvents

- .t’-‘ueasl Fleader definitions §
= &d Llzers
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e -\-!! Timezones
# B Doors D MNet? Access Cantral Add
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a4l fnti-paszzback E E M anufacturing
= WA Reports ] E Factory Hename |
& Follcal - H Stores

T Met? operators

[ Dffices

il teeting Room
L Feception / Sales
e Park

The same door must NOT be used to control two individual anti-passback boundaries.

The system will display all the possible door combinations that relate to the area or area group. This
does not mean that it is valid to use them all at the same time.

In our example, we have set up anti-passback on the Building Complex. We cannot activate any of

the other possible anti-passback zones that will use the same door as a boundary. One access event
cannot update multiple anti-passback calculations.

- i.e. You cannot use anti-passback on both the Manufacturing and Building Complex
(Manufacturing + Offices) areas as the Back Door is required in both definitions. Leaving the

Manufacturing area does not always mean that you are leaving the Building and so the Back Door
operation would be unreliable.

The Car Park and Building Complex can each use anti-passback as no door is used in both definitions.

=loix]
Help

Refrazh & Find user H Open doar 2 Mew uger =

Area groups

iManufacluling

=
The following deors contral access IE Back Door
into and out of M anufacturing [ Building Lirk.

You may NOT create a group that contains individual Timed and Logical anti-passback areas.
You may NOT set up a Logical area with only a single reader and an EXIT button. (e.g. Stores)

In both cases, the user can return to an area without being tracked and will eventually
produce a conflict within the anti-passback rules.

Try to determine the users exact requirements and only set up those zones that are necessary.

Combining internal areas to produce sequential locking may be configurable (A to B then B to C)
but may conflict with other anti-passback rules.

WARNING - These conflicts are difficult to predict and should not be offered as a reliable solution.
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User permissions

By default, users must obey anti-passback rules. The Administrator has access to an anti-passback
tab on the user record that allows the user to be deselected from the system. (e.g. Security Staff).

This allows them to tailgate an unauthorised intruder and not then become barred from other areas.

The users record also contains a Reset button. This clears their status should they become denied
access by the anti-passback system. Their next valid access sets their location in the system.

[5] Paxton Access Ltd - Met? Access Contral = |[-= @
File ¥ew Go Toos Options Help
* Back ~ - : :_I Refresh I (== Fint E’\ Find user I H Open door | ﬁ Mew user -
& Net? Access Cantrol - i :

2 Events [ =

: |z | | First name Hilda
= 8 Users

o 82 Cleaners Sumame Jones

& .ores, Hida Department Cleaners = | ‘ Mew dapt. |

ﬂ Access levels

Telephone Far
@ & Timezones s

Perzonnel number
“alid from 7] Ewpires end
04/05/2010 lj Never expires

tod

Net2 actions

& Baruser

¥ Delets user
8 Add new user
* Log off

Access right; oke Other details amo‘ Events] Current validity Ant\-passbackl

Anti-passback contral

Fiezet uzer's anti-passhack status | Reset |

£ ~
NetZide tails = (7] This user must ohey anti-passback ules
Jones, Hilda

Last known location
BCU 01115204 (In)
04/05/2010 15:20:02

Net2 documentation ¥

Get picture Delate picture | Bar user || [relete record H Espont vk Apply

| System enginesar I 4 Winner

Important

Anti-passback requires the Net2 Server to be running. If you want to use anti-passback, it is
recommended that the Net2 Server be installed on a dedicated machine.

If Net2 Fire Alarm integration is also configured, the Anti-passback system is reset when the Fire
Alarm event is cleared and the doors relock. This allows users to be tracked again from scratch
once they start using access control again.

The current specification for compatible PC hardware, network and operating systems is available
on our website at the following link:- http://paxton.info/720
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