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TŚĞ ĨŽůůŽǁŝŶŐ ŐƵŝĚĞ ƉƌŽǀŝĚĞƐ ĂŶ ŽǀĞƌǀŝĞǁ ŽĨ ƚŚĞ ƐƚĞƉƐ ƌĞƋƵŝƌĞĚ ƚŽ ĐŽŶĮŐƵƌĞ Ă NĞƚϮ ŝŶƐƚĂůůĂƟŽŶ ůŝƐƚĞĚ ŝŶ 
ƚŚĞ ďĞƐƚ ŽƌĚĞƌ ŝŶ ǁŚŝĐŚ ƚŚĞǇ ƐŚŽƵůĚ ďĞ ƉĞƌĨŽƌŵĞĚ͘  DĞƚĂŝůĞĚ ĂƉƉůŝĐĂƟŽŶ ŶŽƚĞƐ ĂƌĞ ĂůƐŽ ƉƌŽǀŝĚĞĚ͘

Doors

TŚĞ ĮƌƐƚ ƐĞĐƟŽŶ ƚŽ ĐŽŶĮŐƵƌĞ ǁŚĞŶ ƐĞƫŶŐ ƵƉ Ă ŶĞǁ NĞƚϮ ƐǇƐƚĞŵ ŝƐ DŽŽƌƐ͘  RĞĂĚĞƌƐ ŵƵƐƚ ďĞ 
ĐŽŶĮŐƵƌĞĚ ďĞĨŽƌĞ ĂƌĞĂƐ͕ ĂĐĐĞƐƐ ůĞǀĞůƐ͕ ĂŶĚ ŽƚŚĞƌ ƐĞĐƟŽŶƐ ĐĂŶ ďĞ ƐĞƚ ƵƉ͘

ANϭϬϰϲ Ͳ CŽŶĮŐƵƌŝŶŐ ƌĞĂĚĞƌƐ ĂŶĚ ŬĞǇƉĂĚƐ

Areas

ΖAƌĞĂƐΖ ŝƐ Ă ĨĞĂƚƵƌĞ ŽĨ NĞƚϮ PƌŽĨĞƐƐŝŽŶĂů͘  IĨ ĂŶƟͲƉĂƐƐďĂĐŬ Žƌ ƌŽůů ĐĂůů ƌĞƉŽƌƟŶŐ ŝƐ ƚŽ ďĞ ƵƐĞĚ͕ ĂƌĞĂƐ 
ĂŶĚ ĂƌĞĂ ŐƌŽƵƉ ŶĞĞĚ ƚŽ ďĞ ƐĞƚ ƵƉ͘  IĨ ŶŽƚ͕ ƐŬŝƉ ƚŽ ĐƌĞĂƟŶŐ TŝŵĞǌŽŶĞƐ͘

ANϭϬϮϯ Ͳ CŽŶĮŐƵƌŝŶŐ ĂƌĞĂƐ ĂŶĚ ĂƌĞĂ ŐƌŽƵƉƐ

TŝŵĞǌŽŶĞƐ

TŝŵĞǌŽŶĞƐ ĂƌĞ ĚŝīĞƌĞŶƚ ƟŵĞƐ ŽĨ ƚŚĞ ĚĂǇ ĂŶĚ ǁĞĞŬ ǁŚĞŶ ĂĐĐĞƐƐ ǁŝůů ďĞ ƉĞƌŵŝƩĞĚ͘  TŚĞƐĞ ƐŚŽƵůĚ ďĞ 
ĐƌĞĂƚĞĚͬĞĚŝƚĞĚ ďĞĨŽƌĞ ĂĐĐĞƐƐ ůĞǀĞůƐ ĐĂŶ ďĞ ĨƵůůǇ ƵƟůŝƐĞĚ͘

ANϭϬϯϴ Ͳ UƐŝŶŐ AĐĐĞƐƐ LĞǀĞůƐ ĂŶĚ TŝŵĞǌŽŶĞƐ

Access levels

AĐĐĞƐƐ ůĞǀĞůƐ ĐŽŶƚƌŽů ǁŚĞƌĞ ŝŶ Ă ďƵŝůĚŝŶŐ Ă ƵƐĞƌ ŝƐ ĂůůŽǁĞĚ ĂŶĚ ĚƵƌŝŶŐ ǁŚĂƚ ƟŵĞƐ͘

ANϭϬϯϴ Ͳ UƐŝŶŐ AĐĐĞƐƐ LĞǀĞůƐ ĂŶĚ TŝŵĞǌŽŶĞƐ

ANϭϬϳϮ Ͳ SĞƫŶŐ ƵƉ ƚŚĞ NĞƚϮ ƐŽŌǁĂƌĞ

ANϭϬϳϮ Ͳ SĞƫŶŐ ƵƉ ƚŚĞ NĞƚϮ ƐŽŌǁĂƌĞ 
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RŽůů ĐĂůů ĂŶĚ ŵƵƐƚĞƌ ƌĞƉŽƌƟŶŐ

RŽůů ĐĂůů ĂŶĚ ŵƵƐƚĞƌ ƌĞƉŽƌƟŶŐ ŝƐ Ă ĨĞĂƚƵƌĞ ŽĨ NĞƚϮ PƌŽĨĞƐƐŝŽŶĂů ĂŶĚ ĐĂŶ ďĞ ƵƐĞĚ ŝŶ ĐŽŶũƵŶĐƟŽŶ ǁŝƚŚ 
ƚŚĞ ĮƌĞ ĚŽŽƌ ƵŶůŽĐŬ ĨĞĂƚƵƌĞ͘

ANϭϬϯϮ Ͳ UƐŝŶŐ ƌŽůů ĐĂůů ĂŶĚ ŵƵƐƚĞƌ ƌĞƉŽƌƚƐ

Departments

DĞƉĂƌƚŵĞŶƚƐ ĂůůŽǁ ƵƐĞƌƐ ƚŽ ďĞ ŐƌŽƵƉĞĚ ƚŽŐĞƚŚĞƌ ĞŶĂďůŝŶŐ ƋƵŝĐŬ ƌĞƉŽƌƟŶŐ ĂŶĚ ǀŝĞǁŝŶŐ ŽĨ ƵƐĞƌƐ͘

ANϭϬϰϭ Ͳ UƐŝŶŐ DĞƉĂƌƚŵĞŶƚƐ

UƐĞƌƐ

ΖUƐĞƌƐΖ ĂƌĞ ƉĞŽƉůĞ ƚŚĂƚ ƵƐĞ ƚŚĞ ĂĐĐĞƐƐ ĐŽŶƚƌŽů ƐǇƐƚĞŵ͘  UƐĞƌƐ ĂƌĞ ŝĚĞŶƟĮĞĚ ƚŽ ƚŚĞ ƐǇƐƚĞŵ ďǇ Ă ĐĂƌĚ͕ 
ƚŽŬĞŶ Žƌ PIN ;Žƌ Ă ĐŽŵďŝŶĂƟŽŶ ŽĨ ĂŶǇ ŽĨ ƚŚĞƐĞͿ͘  OŶĐĞ Ă ƵƐĞƌ ŚĂƐ ďĞĞŶ ŝĚĞŶƟĮĞĚ ƚŽ ƚŚĞ ƐǇƐƚĞŵ͕ Ă 
ĚĞĐŝƐŝŽŶ ĐĂŶ ďĞ ŵĂĚĞ ŽŶ ǁŚĞƚŚĞƌ ƚŚĞǇ ĂƌĞ ƉĞƌŵŝƩĞĚ Žƌ ĚĞŶŝĞĚ ĂĐĐĞƐƐ͘

ANϭϬϯϵ Ͳ AĚĚŝŶŐ Ă ŶĞǁ ƵƐĞƌ

OƉĞƌĂƚŽƌƐ

ΖOƉĞƌĂƚŽƌƐΖ ĂƌĞ ƵƐĞƌƐ ƚŚĂƚ ƌĞƋƵŝƌĞ ĂĐĐĞƐƐ ƚŽ ƚŚĞ NĞƚϮ ƐŽŌǁĂƌĞ͘

FŝƌĞ AůĂƌŵ IŶƚĞŐƌĂƟŽŶ

FŝƌĞ ĂůĂƌŵ ŝŶƚĞŐƌĂƟŽŶ ŝƐ Ă ĨĞĂƚƵƌĞ ŽĨ NĞƚϮ PƌŽĨĞƐƐŝŽŶĂů ŽŶůǇ͘

ANϭϬϯϭ Ͳ IŶƚĞŐƌĂƟŶŐ NĞƚϮ ǁŝƚŚ Ă ĮƌĞ ĂůĂƌŵ ƐǇƐƚĞŵ

ANϭϬϳϯ Ͳ NĞƚϮ ŽƉĞƌĂƚŽƌƐ Ͳ AĚĚŝŶŐ ͬ AƐƐŝŐŶ ƉƌŝǀŝůĞŐĞƐ

ANϭϬϳϮ Ͳ SĞƫŶŐ ƵƉ ƚŚĞ NĞƚϮ ƐŽŌǁĂƌĞ 2
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AŶƟͲƉĂƐƐďĂĐŬ

AŶƟͲƉĂƐƐďĂĐŬ ŝƐ Ă ĨĞĂƚƵƌĞ ŽĨ NĞƚϮ PƌŽĨĞƐƐŝŽŶĂů ƚŚĂƚ ĞŶŚĂŶĐĞƐ ƚŚĞ ƐĞĐƵƌŝƚǇ ŽĨ Ă ƐŝƚĞ͘

ANϭϬϲϯ Ͳ CŽŶĮŐƵƌŝŶŐ ĂŶƟͲƉĂƐƐďĂĐŬ

IŶƚƌƵĚĞƌ ĂůĂƌŵ ŝŶƚĞŐƌĂƟŽŶ

NĞƚϮ ĐĂŶ ďĞ ŝŶƚĞŐƌĂƚĞĚ ǁŝƚŚ ĂŶ ŝŶƚƌƵĚĞƌ ĂůĂƌŵ ƚŽ Ăƌŵ ĂŶĚ ĚŝƐĂƌŵ ƚŚĞ ƐǇƐƚĞŵ ƵƐŝŶŐ ƚŚĞ ĂĐĐĞƐƐ 
control readers.

ANϭϬϯϱ 
Ͳ IŶƚĞŐƌĂƟŶŐ NĞƚϮ ǁŝƚŚ ĂŶ ŝŶƚƌƵĚĞƌ ĂůĂƌŵ ƐǇƐƚĞŵ

IͬO BŽĂƌĚƐ

IͬO ďŽĂƌĚƐ ĐĂŶ ďĞ ĂĚĚĞĚ ƚŽ Ă NĞƚϮ ƐǇƐƚĞŵ ĂŶĚ ƵƐĞĚ ĨŽƌ ĂŶǇ ŶƵŵďĞƌ ŽĨ ĚŝīĞƌĞŶƚ ĂƉƉůŝĐĂƟŽŶƐ͘  TŚĞ 
ďŽĂƌĚƐ ŶĞĞĚ ƚŽ ďĞ ĐŽŶĮŐƵƌĞĚ ĂŶĚ ĐĂŶ ƚŚĞŶ ďĞ ƵƐĞĚ ŝƐ ĐŽŶũƵŶĐƟŽŶ ǁŝƚŚ TƌŝŐŐĞƌƐ ĂŶĚ AĐƟŽŶƐ͘

ANϭϬϲϲ Ͳ IŶƐƚĂůůŝŶŐ ĂŶ IͬO ďŽĂƌĚ
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TƌŝŐŐĞƌƐ ĂŶĚ AĐƟŽŶƐ

ΖTƌŝŐŐĞƌƐ ĂŶĚ AĐƟŽŶƐΖ ŝƐ Ă ƉŽǁĞƌĨƵů ĨĞĂƚƵƌĞ͕ ƵƐĞĚ ŝŶ ĐŽŶũƵŶĐƟŽŶ ǁŝƚŚ IͬO ďŽĂƌĚƐ͕ ĂůůŽǁŝŶŐ NĞƚϮ ƚŽ 
ĂƵƚŽŵĂƟĐĂůůǇ ĐŽŶƚƌŽů ǀĂƌŝŽƵƐ ƐǇƐƚĞŵƐ ĂƌŽƵŶĚ Ă ďƵŝůĚŝŶŐ͘

ANϭϬϲϳ Ͳ UƐŝŶŐ TƌŝŐŐĞƌƐ ĂŶĚ AĐƟŽŶƐ

SŝƚĞ GƌĂƉŚŝĐƐ

SŝƚĞ GƌĂƉŚŝĐƐ ƉƌŽǀŝĚĞ Ă ǀŝƐƵĂů ƌĞƉƌĞƐĞŶƚĂƟŽŶ ŽĨ ƚŚĞ ƐŝƚĞ͕ ĂůůŽǁŝŶŐ ŽƉĞƌĂƚŽƌƐ ƚŽ ŵŽŶŝƚŽƌ ĞǀĞŶƚƐ 
around the site at a glance.

ANϭϬϲϰ Ͳ UƐŝŶŐ SŝƚĞ GƌĂƉŚŝĐƐ

ANϭϬϴϬ Ͳ EĐŽŶŽŵŝĐ ĐŽŶƚƌŽů ŽĨ Ăŝƌ ĐŽŶĚŝƟŽŶŝŶŐ ƵƐŝŶŐ TƌŝŐŐĞƌƐ ĂŶĚ AĐƟŽŶƐ
ANϭϬϳϵ Ͳ LŝŐŚƟŶŐ ĐŽŶƚƌŽů ƵƐŝŶŐ TƌŝŐŐĞƌƐ ĂŶĚ AĐƟŽŶƐ

ANϭϬϳϮ Ͳ SĞƫŶŐ ƵƉ ƚŚĞ NĞƚϮ ƐŽŌǁĂƌĞ ϯ
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CĂŵĞƌĂ IŵĂŐĞƐ ŝŶƚĞŐƌĂƚĞĚ ǁŝƚŚ NĞƚϮ EǀĞŶƚƐ

NĞƚϮ ĂůůŽǁƐ ŝŶƚĞŐƌĂƟŽŶ ǁŝƚŚ ĐĂŵĞƌĂ ƐŽŌǁĂƌĞ ƚŽ ƉƌŽǀŝĚĞ ĚŝŐŝƚĂů ŝŵĂŐĞƐ ƚŽ ďĞ ĂƐƐŽĐŝĂƚĞĚ ǁŝƚŚ ĂŶ 
ĞǀĞŶƚ͘  TŚĞ ĐĂŵĞƌĂ ƐŽŌǁĂƌĞ ŶĞĞĚƐ ƚŽ ďĞ ĐŽŶĮŐƵƌĞĚ ďĞĨŽƌĞ ŝŶƚĞŐƌĂƟŽŶ ǁŝƚŚ NĞƚϮ ĐĂŶ ƚĂŬĞ ƉůĂĐĞ͘

ANϭϬϱϯ Ͳ IŶƚĞŐƌĂƟŶŐ NĞƚϮ ǁŝƚŚ MŝůĞƐƚŽŶĞ ƐŽŌǁĂƌĞ

CĂŵĞƌĂƐ

ΖCĂŵĞƌĂƐΖ ŝƐ Ă ĨĞĂƚƵƌĞ ƚŚĂƚ ĂůůŽǁƐ ǇŽƵ ƚŽ ǀŝĞǁ ůŝǀĞ ŝŵĂŐĞƐ ĨƌŽŵ IP ĂĚĚƌĞƐƐĂďůĞ ĐĂŵĞƌĂƐ ĨƌŽŵ 
ǁŝƚŚŝŶ NĞƚϮ͘

ANϭϬϱϮ Ͳ IŶƚĞŐƌĂƟŶŐ IP CĂŵĞƌĂƐ ǁŝƚŚ NĞƚϮ

ANϭϬϴϯ Ͳ IŶƚĞŐƌĂƟŶŐ NĞƚϮ ǁŝƚŚ OŶSSI ƐŽŌǁĂƌĞ
ANϭϬϴϰ Ͳ IŶƚĞŐƌĂƟŶŐ NĞƚϮ ǁŝƚŚ ƚŚĞ JVC NVR 
ANϭϬϵϯ Ͳ IŶƚĞŐƌĂƟŶŐ NĞƚϮ ǁŝƚŚ DĞĚŝĐĂƚĞĚ MŝĐƌŽƐ ƐŽŌǁĂƌĞ
ANϭϭϬϴ Ͳ IŶƚĞŐƌĂƟŶŐ NĞƚϮ ǁŝƚŚ PĞůĐŽ ƐŽŌǁĂƌĞ 

Timesheet

NĞƚϮ ĐĂŶ  ƉƌŽǀŝĚĞ ďĂƐŝĐ ƟŵĞ ĂŶĚ ĂƩĞŶĚĂŶĐĞ ƌĞƉŽƌƟŶŐ ǁŚĞŶ ƵƐĞĚ ǁŝƚŚ ƚŚĞ NĞƚϮ EǀĞŶƚƐ ƚĂďůĞ͘ 
UƐĞƌƐ͕ DĞƉĂƌƚŵĞŶƚƐ ĂŶĚ OƉĞƌĂƚŽƌƐ ǁŝůů ĂƵƚŽŵĂƟĐĂůůǇ ĂƉƉĞĂƌ ŝŶ ƚŚĞ TŝŵĞƐŚĞĞƚ ƉƌŽŐƌĂŵƐ͘

ANϭϬϮϵ Ͳ UƐŝŶŐ NĞƚϮ TŝŵĞƐŚĞĞƚ
ANϭϬϵϴ Ͳ UƐŝŶŐ NĞƚϮ TŝŵĞůŝŶĞ 

ANϭϬϳϮ Ͳ SĞƫŶŐ ƵƉ ƚŚĞ NĞƚϮ ƐŽŌǁĂƌĞ ϰ
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If the Net2 application is running when a token is presented to a reader or a button pressed on a 

keypad for the irst time, the unit will conigure itself in the software automatically.

Some individual settings may need to be set manually. Readers and keypads are conigured in the 

Door settings of each control unit.

The display below shows the settings corresponding to Reader 1 and Keypad 1 connected to that 

control unit.

Name

The default name for reader 1 is [Door name] (IN). The default name for reader 2 is [Door name] (OUT).  

The reader names set here will appear in reports and be used to set access levels and areas.

Reader type

This should be set to the relevant type of reader.

Setting    Description

None    If no reader is connected

Paxton reader   If a CARDLOCK or PROXIMITY reader is connected

Clock and data   If a non-Paxton clock and data reader is connected (Paxton readers are clock and data readers)

Wiegand reader   If a Wiegand reader is connected

ANPR - Clock and data reader If a Paxton ANPR clock and data reader is connected

ANPR - 26 bit Wiegand reader If a Paxton ANPR Wiegand reader is connected

Paxton Access

AN1046 - Coniguring readers and keypads

AN1046 - Coniguring readers and keypads
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Keypad

This should be set to the relevant type of keypad.  Many third party keypads are compatible with 

Net2 running v4.18 or later software.

Refer to:  AN1112 - How to conigure a Wiegand keypad < http://paxton.info/1650 >

Setting   Description

None   If no keypad is connected

Paxton keypad  If a keypad is connected

Token data format

Every card enrolled on a Net2 system must have a unique number. The token data format option 

allows Net2 to read a variety of encoding formats.  The default setting is for the Net2 encoded 

cards and tokens (random 8 digit number).  For details on how to set up a new token data format 

refer to:  AN1045 - Using ABA format 3rd party cards with Net2. < http://paxton.info/1052 >

    AN1125 - Coniguring Wiegand 26 bits with a site code. < http://paxton.info/1753 >

Setting         Description

Default         This is for Net2 encoded cards and tokens (random 8 digit number

Paxton token        This is for CARDLOCK and PROXIMITY cards and tokens (encrypted number)

Bank cards        This allows Net2 to use bank cards

First 8 digits        This allows Net2 to use the irst 8 digits encoded on the magstripe

26 bit Wiegand        If a Wiegand reader is connected, Net2 is conigured to read 26 bit Wiegand tokens

26 bit Wiegand with site code     If a Wiegand reader is connected, Net2 is conigured to read 26 bit Wiegand tokens and check

         the site code.

Custom Wiegand        If a Wiegand reader is connected other than a 26 bit Wiegand reader.  A Custom

                                                               Wiegand format must be irst set up in the Net2 Coniguration Utility

Reader operating mode

The correct operating mode should be selected from the drop down menu.

Setting   Description

Inactive   There is no reader or keypad connected (or they are inactive for some other reason)

Token only  Access is granted by presenting a valid user token

Token plus PIN  Access is granted by presenting a valid user token AND entering the relevant PIN

Token plus code  Access is granted by presenting a valid user token AND entering a valid code

Desktop reader  A desktop reader is connected. This reader is to be used to add users to the system

PIN only   Access is granted by entering a valid PIN

Code only  Access is granted by entering a valid code

Token or PIN  Access is granted by presenting a valid token OR entering a valid PIN

Token or code  Access is granted by presenting a valid token OR entering a valid code

Token, PIN or code  Access is granted by swiping a valid card OR entering a valid PIN OR entering a valid code

Clocking in reader  For use with Timesheet software.  Events from this reader will be sent to the Timesheet software

Clocking out reader For use with Timesheet software.  Events from this reader will be sent to the Timesheet software

The list of operating modes displayed in the drop down menu is dependent on the reader type 

and keypad type settings.

For example, if a keypad is conigured without a reader, the drop down menu will only allow: 

Inactive, Code only and PIN only.

AN1046 - Coniguring readers and keypads
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Diference between Code and PIN

Code

QCodes are low security as they are not included in user access levels.

QThey are set in the individual Door's screen.  A control unit can have up to 50 codes between 4 and

Q8 digits long.  When using 'Code Only', Net2 will not be able to track who has entered through that

Qdoor as no user is speciied, only that a valid code has been entered. 

QCodes are very quick to set up and change.  This can be handy for casual visitors entering a

Qnon-public area but should be changed on a regular basis as they can easily be disclosed.

PIN

QPIN stands for Personal Identiication Number. They are 4 digits long and are set up in a user record.

QPIN's allow the users access rights to be controlled and changed without afecting other users.

QIt also allows them to be identiied by the system for reporting purposes. 

QFor added security, both Codes and PIN's can be used in conjunction with a user Token.  A user

Qtoken which has been lost or stolen still requires the speciic PIN or Code to be known.

Timed operating modes

This feature allows a diferent operating mode to be used depending on a timezone.  For example, 

during the day,  the door may be set to 'Token only' but out-of-hours this can be upgraded to 

require 'Token plus PIN'.

To conigure this, tick the box, select the required timezone from the drop down menu and the 

required operating mode from the other drop down menu.

Reader action

This is the action that will happen when access is granted.

Setting     Description

Relay 1 - door open time   Access granted will energise relay 1 for the door open time. 

Relay 1 & 2 - door open time   Access granted will energise relays 1 and 2 for the door open time.   This is used when itting two 

     locks on one door.

Relay 1 - toggles     Access granted will toggle relay 1. - The relay will stay energised until a second access granted

     is made.

Relay 2 - toggles   As above but for Relay 2.

Doors\[Door name]\Reader 2

The Reader 2 tab shows the settings corresponding to Reader 2 and Keypad 2 connected to that 

control unit.

The default name for Reader 2 is [Door name] (OUT). This can be changed.

Readers 1 and 2 are conigured separately and can have completely diferent settings.

Further information: AN1124 - Two locks on one door < http://paxton.info/1780 >

AN1046 - Coniguring readers and keypads



Net2
V4

12/11/2012

1

Areas and area groups make it easier to set up access levels on larger sites by grouping readers into 

a single entry.  (e.g. Factory)  It also allows you to use advanced features like anti-passback.

The diagram shows a typical site controlled by access control.

The following examples will guide you through the steps you would need to go through to 

conigure this site for Area and Area Groups.

A typical site plan

The irst step is to give each control unit a 

meaningful name.

Now select each ACU from the tree view and 

make sure that the In and Out readers are also 

conigured and named properly.

Name the ACU's and Readers 

We will set up individual areas such as Car Park, area groups such as Manufacturing which contains 

areas for Factory and Stores and also a full Building Complex group that we would use to run a single 

ire alarm roll call for everyone on site.  

CAR PARK 

Barrier 

2 

Front 

Door 

STORES

FACTORY 

SALES 

MEETING ROOM 

Barrier 

1 

Meeting 

Room 

Building 

Link 
RECEPTION

Stores 

Back 

Door 
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Once the Area names have been entered, click Apply and then move onto Reader deinitions.

This is where we tell the system which ACU's control the access across Area boundaries.  Note that 

we only deine the IN reader, as the ACU is a one door controller and so the OUT reader is assumed 

as being on Reader 2  (if itted).

A very simple site can have Exit buttons and even leave some ACU's undeined in the Areas 

system. These ACU's will be shown as a '-', however, this does impose severe limitations and some 

Net2 functions will not be reliable (e.g. roll call) as users can change Areas without being  tracked. 

The screenshot below shows how the reader deinitions would be set up for our example site.

Back Door (In) goes from Outside World to Factory.

Make sure that you get the direction (From and To) correct.  For example Barrier 1 (In) goes from 

Outside World to Car Park and Barrier 2 (In) goes from Car Park to Outside World.  In this case we 

deine both Reader 1 (In) as Reader 2 (Out) is not being used.

Click on the Areas icon to enter the names.  You will notice that we have created Reception / Sales 

as a single area as no ACU controls the door between Reception and Sales.  A default area called 

'Outside World"  has also been created.  This can be re-named if required.

Areas

Reader deinitions 
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We can further put areas into groups to make roll call and anti-passback easier to conigure and 

understand.

Click on the area groups tab, and you should see a list of your areas.  You will note from the site 

plan, that Reception/Sales and the Meeting Room can be deined as an area group called Oices, 

and the areas of Factory and Stores are better grouped as Manufacturing.

Add an Area group by clicking the Add button, and entering the name.

You can now drag and drop the areas into their groups to show the correct structure. The 

screenshot shows that we have also created an area group called Building Complex which we can 

use for site roll call reports.  Drag the Manufacturing and Oice icons into this new area group.

The car park is not part of any larger area group.

Area Groups 

Using Access Levels with Areas 

Access levels are deined using areas instead of individual doors. On large sites this makes the 

administration of the system easier as some areas, like Factory, have more than one access door 

but only require one entry in the table.

Note that we have set Outside World to 'All day, Every day' ensuring that wherever you are on 

the site you can always exit the complex.

Doors not conigured in the Reader deinition screen as having an area location will still appear 

in this list as individual ACU's and can be conigured as normal.  (See following restrictions)
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QNow that areas and area groups are set up additional features of Net2 can be used.

Anti-passback:Q This feature can be activated to ensure that a user card cannot be used twice 

in succession to gain access to the same Area.

QPlease note that the same door may not be used to control two individual anti-passback 

boundaries - i.e. You cannot have both Manufacturing and Building Complex (Manufacturing + 

Oices) anti-passback systems as the Back Door is required in both deinitions.

QZSee also:- AN1063 - Coniguring Anti-passback < http://paxton.info/984 >

Roll call and muster:Q Muster reports are compiled by area or area group. These reports 

provide a list of users by Area when the report is run.  This function can also be linked to an 

alarm input which will produce the report automatically. Readers can also be designated as 

Muster Points. When users appearing in the roll call report present their card at a Muster Point 

their status is moved from 'Missing'  to 'Safe'.Z See also:- AN1032 - Using roll call and muster 

reports < http://paxton.info/060 >

QEVERY reader must be within an Area deinition to achieve an absolute site roll call.  This may 

mean creating areas for a Stationary store, Cleaners cupboard, etc. so that every use of any 

reader still tracks a user within the Areas system. Exit buttons are permissible at these locations 

as we are checking the roll call for people reaching a Muster Point, but their 'Missing'  location 

will not always be accurate as Net2 only records the last reader used.

Areas and Area Group restrictions
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Overview

The Access Level is at the heart of Net2.  Each one deines the relationship between the doors and 

the times when a user has access through them.

When you set up a user's record,  you select the access level that is applicable to them.  With a 

possible 250 access levels,  all combinations can be catered for.

Timezones are used to deine the time periods and are discussed later in this application note.

Access levels

In the above example we see an entry in the table for every reader that has been enabled.  The Car 

Park ACU has both In and Out readers installed and so this 4 door system has a total of 5 entries.  

Alongside each entry is the timezone that deines when this reader is active and users who are 

assigned this access level will use these reader restrictions.

The three timezones used here (All day, every day / At no time / Working hours) are already set up 

as defaults in the software. You can modify the Working Hours timezone if required.

We have allowed full access to the 1st & 2nd loors, restricted the access to using the Car Park and 

denied access to the 3rd loor. By naming the access level with its description, it makes it easy to 

assign the correct one to a user as its name will display in the user record in a drop down menu for 

easy selection.

A basic system could be conigured with these default timezones in diferent door combinations.

NOTE: It is usually good practice to set Out readers to All day/every day to avoid locking people on 

site after work.

Paxton Access
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To add a new access level, click on Access levels in the tree view and then New access level.

You now have the option to create a new blank access level with all timezones and all readers set to 

At No Time,  or you can use one of the existing access levels as a template.  This is helpful if there is a 

large numbers of doors on a system and this new level only difers slightly from an exisiting one.

Creating an access level 

When deciding what access levels are required, you should determine how the system will be 

used by the customer in the future.

A site manager will easily relate to the physical layout of the building.

Example names:   1st Floor only,  1st Floor, 2nd Floor & Car Park.  This makes it easy to upgrade a 

user from one to the other just be selecting the new level in their user record.

A personnel department may be better suited to deining access levels by user/job type.

Example names:  Accounts Dept,  IT staf,  Cleaners,  etc.  These will often give access through the 

same doors but they will have diferent timezones.  

You can use either style or a mix of both as required.  Examples of both appear in this document.

You can set the access level for all people in a department by right clicking on the department in 

the tree view, and selecting Properties.
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Once the basic level has been created, you can then select the timezone by clicking directly on 

the timezone entry (right hand column) and activate the drop down menu of available timezones.

Timezones

The Net2 system makes use of timezones in functions that depend on the time and day of the week.  

Once a timezone has been set up, it can be used for any number of features that need to be active 

during the deined time period.  The maximum number of timezones is 64.

Their main use is in Access levels to deine active time periods but they can also control system 

functions, like opening the main gates during working hours.

A timezone is made up of several timeslots. An example is shown below for a Cleaner. 

   Sunday    No Time

   Monday - Friday            6am to 10am

   Saturday                7am to 11am

   Public Holidays  7am to 11am

Timezones can have several timeslots per day allowing for break times, evening classes, etc.

The maximum number of timeslots per timezone is over 2000.
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New Timezones are created in the same way as Access levels.  Click on Timezones in the tree view 

and New timezone.

- Adding timeslots

New timeslots can be added by putting the mouse pointer on the required day at the start time, 

click and hold the left mouse button while dragging the pointer to the end time.

Note: The values also display in the time window at the foot of the page.

- Deleting timezones

Timezones can be deleted by clicking the 'Delete' button. 

- Deleting timeslots

Timeslots can be deleted by irst selecting the timeslot and pressing the 'Delete' button.

- Dragging and dropping

Timeslots can be moved by dragging and dropping. Select the timezone by holding the left mouse 

button down and moving the pointer whilst the timeslot is selected. The start and end times of a 

timeslot can be adjusted to the nearest 15 minutes by dragging the end of the timeslot.

- Start time and End time windows

These appear in the bottom left hand corner of the main display window.  When a timeslot is 

selected the start and end times are displayed. The timeslot can be adjusted to the nearest 1 

minute using up and down arrows.

- Copying and pasting

Clicking on the right mouse button whilst a timeslot is selected will activate cutting, copying and 

pasting. An entire sequence of timeslots in one day can be copied using the copy day feature.

- Public holidays

As well as the 7 days of the week, there is an entry for public holidays.  This allows speciic timeslots 

to be set up for days that are nominated as public holidays.  By default, this is left blank so that any 

days deined as public holidays will not allow access. (except All day, every day)

In the previous example, the Cleaners timezone has been set up to allow access to the premises 

between 7am and 11am on public holidays.

- Apply

Changes must be applied for them to be added to the database and become active immediately.

- Naming the Timezone

As with Access levels, choosing the name you give them will make future programming much 

easier.  As the name of each timezone appears in the access level alongside its reader it may be 

better to use a description (e.g. Mon-Fri : 06:00 - 18:00) rather than the user (Cleaner).

If you use the time of day (07:30 - 21:00) then clearly you should not modify the timezone in future 

but create new ones (07:30 - 23:00) should the need arise.  However if you have created a Cleaners 

timezone, only users with access levels linked to the Cleaners timezone will be changed.

It is always a balance that you will need to decide during installation,  although names can be 

changed at any time in the future.
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We can now use this Cleaners timezone to deine a Cleaners Access level that limits their building 

access but gives them 24 hour access to the car park to deliver materials etc.

Below we see the user's record that also displays the access level.  The level assigned is set up on 

this screen.
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This option should only be used for Emergency/Test situations where a normal access level 

would take time to create and assign.  Their use should be kept to a minimum.

Individual permission levels do NOT show in the Access level tree view and are therefore 

much more diicult to trace and control.

It is far better to create an Access level for one user (e.g. Directors Assistant) than to create a 

user record with 'hidden' permissions.  These individual records will all need to be updated 

when doors/readers are added to the site and may get forgotten.

It is possible to create a User record with its own Access level by selecting Individual 

permissions.  Assigning a Timezone to each reader is the same as for a normal Access levels.

- Using Areas and Area groups

NOTE:  In the above example, areas have been used in the software which can combine 

several doors.  Only one entry per area is required, thus reducing the number of things to 

conigure.  See AN1023 : Coniguring areas and area groups  < http://paxton.info/978 > 

AN1038 - Using Access Levels and Timezones



Departments allow users to be grouped together. This is particularly useful when there are a large 

number of users on the system. Having users grouped together by department enables quick 

reporting and viewing of users.  

Departments can be created and edited by:

Using Departments

Net2
V4

Go to the Departments tab and add any necessary departments.

Any number of departments can be created. The name of the new department is simply entered 

into the text box.

Paxton Access

AN1041 - Using Departments

AN1041 - Using Departments

Right clicking on Users in the tree view

Through the Options menu

03/11/2010

1

The new department is added to the 

list by pressing the Add button. 

Departments can be deleted and 

renamed using the relevant buttons.

Departments will be displayed in 

the tree view window and the main 

display window.

It is possible to drag and drop users 

into a department.

Properties can be changed for a whole department by right clicking on the relevant group 

in the tree view and selecting Properties. This will allow you to set and change the following 

parameters for all group members:

- Activation date

- Expiry date

- Access Level

- Anti-passback 

- Card printing template
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- General information

'Users' refers to the people that use the access control system. Users are identiied to the system by a 

card, token or PIN (or a combination of any of these). Once a user has been identiied to the system, 

a decision can be made at each door whether they are permitted or denied access.   

              

Every user that has been entered onto the system has a user record. This contains information 

regarding their access permissions, cards/tokens, PIN's and any other details required.   

              

The users on the system are displayed in the main window. If departments have been conigured 

then these will also be displayed.          

              

To set up departments please refer to -:  AN1041 - Using Departments  < http://paxton.info/851 >

- Adding a new user

Adding users can be done in several ways:

Adding a new user

Large groups of users can be added by importing user data.  Refer to -:   

AN1011 - Importing and exporting Net2 user data  < http://paxton.info/55 >

New User.  Click the 'Users' icon on the main Toolbar, click 'Users' in the tree view or 

click the icon on the Welcome screen.

Desktop reader. When a new token is shown to the reader, the Add User form is 

automatically displayed.

Paxton Access
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You can enter as much information as you like through this form.  The users name must 

always be entered.  When completed, click 'Add user.'  This will save the record and clear 

the ields for the next user's details to be entered.   Clicking 'Close' will close the form and 

go to the last user record entered.

By setting up a token type, ields can be automatically completed for diferent groups. 

(e.g. Visitors)    For further details on how to set up Token Types refer to -:  AN1042 - Using 

Token Types < http://paxton.info/859 >

User records

- General information

Name, telephone number, department and personnel number can be recorded if required.

- Valid from and Expires end

Indicate the dates between which the user is valid. Visitors for example can be conigured so that 

their card automatically expires after one day. Contractors or temporary staf can be conigured to 

be valid between certain dates.

The 'Expires end' date is inactive as default. If required it can be marked as active and a date can be 

selected from the drop down calendar.

The user can be barred from all doors by pressing the 'Bar user' button.
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A user's complete record can be deleted by pressing the 'Delete record' button. This will completely 

remove the user record from the database.   - WARNING.  This action cannot be undone.

- Pictures

 * Get Picture.  

   A picture can be imported by pressing the 'Get picture' button. Bmp, jpg, gif, wmf and emf formats 

are supported.  Pictures can be deleted by pressing the 'Delete picture' button.

 * Capture Picture.

  If a webcam has been installed on the PC a 'Capture Picture' button is displayed on the user records 

screen.  This can be used to import a live user picture into the database. To set up the web cam refer 

to -: AN1092 - Integrating a web cam for use with Net2 user records < http://paxton.info/855 >

- Print card

Clicking on 'Print card' will print the card for the user being displayed.  To set up card printing refer 

to -:  AN1034 - Net2 Card Printing  < http://paxton.info/56 >

- Access rights

The user can be assigned an access level from the drop down list. Refer to -:  AN1038 - Using Access 

Levels and Timezones < http://paxton.info/847 >

Individual permissions. This option should only be used for Emergency/Test situations where a 

normal access level would take time to create and assign. Their use should be kept to a minimum. 

Individual permission levels do NOT show in the 'Access levels' tree view and are therefore much 

more diicult to trace and control.

- Alarm users

When Net2 has been set up with 'Intruder alarm integration' enabled, a tick box labelled "This user 

can arm/disarm the intruder alarm" appears in each user record. Tick this box to give the user the 

authority to control the alarm system.

- Users » [User name] » Tokens

The main display shows the tokens that are assigned to the user. Users can be assigned more than 

one token as required. Tokens can be added by either entering the card number manually OR by 

presenting or swiping the card at a desktop reader. Right clicking on the key icon allows this to be 

changed to the style of token issued.

Tokens can be deleted completely by pressing the 'Delete token' button.

- Lost token

If a token is marked as lost, it will be automatically invalid on all doors. If it is presented at any reader 

on the system, an alarm event will be generated.  If a token that is marked as lost is then found, the 

token can be reinstated with the 'Found' button or can be deleted and the token issued to another 

user.
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- Users » Anti-passbackQ          

Reset allows the users anti-passback status to be reset and their next valid access sets their 

location in the system.          

            

By default, users must obey anti-passback rules; this can be deselected.  This means that 

security staf, for instance, can always gain access through doors, which might otherwise have 

been barred.  For example, when in pursuit of an unauthorised intruder, they might end up 

tailgating users through doors, and it would not be appropriate for them to then be barred 

from going through other doors.  It is possible to right click on a department, go to properties, 

and then select or deselect all users in that department to obey anti-passback rules.

- Users » [User name] » Other details and Memo

Details can be entered for every user on the system. Default user detail ields are: 

 Address 1

 Address 2

 Town

 County

 Post code

 Home telephone

 Home fax

 Mobile

 email

 Position

 Start date

 Car registration

 Memo

The 16 user detail ields can be modiied as required. 

Note: Field names can be edited by double clicking on them (unless disabled in Options).  

- Users » [User name] » Events

This tab displays the events for that user. This can be useful if trying to locate a user in a large 

building, simply go to the user record and see where they presented their card last. The 

events in this screen can be sorted by any of the columns by clicking the left mouse button 

over the column header.

- Users » [User name] » Current validity

This tab shows where the user is currently valid. The readers on which the user is currently 

valid will be highlighted; readers where the user is currently invalid will be greyed out.
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The term 'Net2 operator' relates to a person that has access to and uses the Net2 software. 

There is no limit to the number of Net2 operators allowed.

Overview

Net2 operators can be assigned diferent privileges allowing them various levels of access to the 

features of the system. Operator privileges are split up into 7 levels:

System 

Engineer

Card 

Administrator
Supervisor Events only

Timesheet 

Administrator
Timesheet only

Standard 

(Read only)

Important

Only System engineers and Supervisors can create operators. 

Supervisors cannot create System engineer operators.

The new operator wizard is launched by double clicking on 

the 'New operator' icon.

Before an operator can be added, they must irst be a 'User' on 

the system.

Select the required privilege from the drop down menu.

Get the new operator to type in their password and conirm it.

Operators are removed by changing their privilege to 'None'.

Events

Users

Access levels

Timezones

Doors

Areas

Anti-passback

I/O Boards

Triggers and 

Actions

Cameras

Site Graphics

Reports

Roll call

Net2 Operators

Timesheet

Server Conig. 

Utility

Read only

Read only

Read only

Read only

Read only

Read only

Read only

Read only

Read only

Read only

Read only

Read only

Read only

Read only

Read only
Can create new operators at the 

level of Supervisor and below

Cannot replace or delete ACU's or refresh 

ACU irmware. Otherwise full access

Read existing 

and create new

View own info.

Read only

Read only

Read only

Read existing 

and create new

Read existing 

and create new

Read existing 

and create new

Read existing 

and create new

Read existing 

and create new

Read only

Read existing 

and create new

Read only
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Net2 allows the user to create and select a timezone to hold the door unlocked automatically.

Under normal operation, this should be set to 'At no time' so that a valid user card must be presented 

each time to gain access.

In the example below, we have selected the working hours timezone.  The door will therefore be 

unlocked during the period deined in the 'Working hours' timezone.

You could create a speciic timezone (e.g. door unlock 08.30 - 17.30 ) to only be used for this function.

This is useful where a receptionist is present to supervise visitors during oice hours but overnight 

the main door will be locked and require a valid user card to gain access.

This feature can be further deined by checking the 'Only unlock the door once a user has been 

granted access' box.  This ensures that the door will not unlock if staf have been delayed and the 

building is still unoccupied when the timezone becomes active.

To create a timezone, refer to:-          

AN1038 - Using Access Levels and Timezones. < http://paxton.info/847 >

Select the door from the Doors menu

Select the Timezone that you require in the 'Unlock the door during' menu.

AN1049 - Holding a door unlocked with Net2 software
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Anti-passback principles 

The main purpose of an anti-passback system is to prevent a card holder from passing their card 

back to a second person to gain entry into the same controlled area; for example a Car Park.

It also improves the accuracy of roll call, 'Last known position' reports and deters tailgating.  

If a user follows a colleague OUT of an area without presenting their own card,  their error is 

discovered when they try to return to the area. As this user is still shown as being IN the area, the 

use of their card for the IN direction is barred.

To use anti-passback, areas must be set up irst.  For further details on how to set up areas and 

area groups refer to:-  AN1023 - Coniguring areas and area groups  < http://paxton.info/978 >

If the system is Reset, the next valid access for a user sets their current location in the system.

Door contacts should be itted to doors included in the anti-passback system to conirm that the 

door has actually been opened.  If not, the users 'last known position' will not be changed.

Timed Anti-passback

Timed anti-passback prevents a user card from entering the same area twice during a set time 

duration.  This is useful where there is an exit button or free access turnstile and no OUT reader.

A swimming pool may only have access control into the area but no control on the exit.  Setting 

up timed anti-passback with a duration of 15 minutes,  would prevent a user being able to enter 

the area and hand their card immediately to a friend or colleague to also gain entry.

Logical Anti-passback

Logical anti-passback is used on sites where strict access control is important.  It requires both IN 

and OUT readers at each area boundary.  The system must see a user card leave an area before 

allowing access in the opposite direction.

 

This is particularly suited to deter users from tailgating each other.  If they do not read out of an 

area, they will not be allowed back in, no matter which door they try.

An Administrator must Reset the users anti-passback permissions to allow access into the area.

Timed-Logical Anti-passback

This system is suited for a general oice environment.  As long as a user obeys the logical

anti-passback rules,  they may re-gain access to an area immediately.  If, however, the user tailgates 

another user out of the area they will be allowed to re-enter after the speciied time period from 

their previous valid access.  This waiting period should inconvenience the user but will avoid them 

being trapped in an area.

This removes the need to reset the user's permissions but the Access Denied event is still recorded.

AN1063 - Coniguring anti-passback
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Coniguring Anti-passback

We will look at some examples of anti-passback. 

Car Park - We can set up anti-passback to ensure that once a card has been used at the IN barrier, it 

must then be read at the OUT barrier before being valid for entry again.  This will deter users from 

handing their card to a friend after they have gained access to the car park.

In the above screenshot, we have a Car Park area with the two barrier ACU's controlling access to 

and from the Outside World.  Ensure that the To and From direction for Reader 1 (In) is correct.

Anti-passback requires areas and area groups to track user cards around the site.  In the above 

diagram, we see that several areas have more than one entry/exit door. (e.g. Factory)  Anti-passback 

must be aware of this to ensure that it controls all the doors surrounding each area.

See also:- AN1023 - Coniguring areas and area groups < http://paxton.info/978 >
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The area groups have been conigured with the Car Park as a standalone area.

Click on the anti-passback icon.  Select Car Park from the areas list and we can see the two 

readers that control this zone.

Selecting Logical anti-passback will ensure that this restriction is applied. 

Anti-passback can be controlled by a time zone. This allows the system to be turned of when 

tight control is not required or desirable (e.g. out of hours).

The system can be conigured to reset the anti-passback status at a speciied time. This means 

that every user can start the next day with a clean slate. 

There is also a manual Reset button that gives all the users a fresh start.

For anti-passback to work, the Net2 server must constantly update all ACU's.  In the event of the 

server losing contact with the control units you can choose to either have the ACU's deny users 

access or allow them standard access rights.
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We can use anti-passback to deter users from tailgating. If they do not use their own card when 

entering or leaving the building, anti-passback rules will bar them from returning to that area.  

Anti-passback will therefore increase the accuracy of any roll call or 'Last known position' data.   

By using Area Groups we can create a large group (e.g. Building Complex) that includes all the 

individual areas (or other area groups) that make up the whole building.

In the coniguration that we have created, we show that access between the Outside World and 

the Building Complex is controlled by the Back Door and the Reception/Sales doors.  Combining 

doors in the software is known as Global anti-passback,  but it does have limitations.  

See later restrictions on Global anti-passback.

If you set up Timed Logical anti-passback, this will allow users to pass freely unless they fail to 

use their card every time.  Anti-passback rules will then delay their return to an area until the time 

period has expired.  This inconvenience should deter tailgating.  The 'Access Denied' event will 

also be recorded.

Lockout duration is timed from the users previous 'access permitted' event into that area.

Tailgating 

Event data 
Every anti-passback event will have the type of anti-passback used (Logical, Timed or 

Timed+Logical) included in the event record.  If this is information is missing, that door or user has 

not been included in the anti-passback system.

The irst example ( events are displayed from the bottom up )  shows a user attempting to pass 

through a door twice in the same direction, possibly having tailgated a previous user, that has 

Logical control.

The second example shows a user card being denied access through a timed door with a 5 minute 

timeout.  The repeated use of the card within the 5 minute period has been denied.
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Global anti-passback restrictions 

The same door must NOT be used to control two individual anti-passback boundaries.

The system will display all the possible door combinations that relate to the area or area group.  This 

does not mean that it is valid to use them all at the same time.

In our example, we have set up anti-passback on the Building Complex.   We cannot activate any of 

the other possible anti-passback zones that will use the same door as a boundary.  One access event 

cannot update multiple anti-passback calculations.

 - i.e. You cannot use anti-passback on both the Manufacturing and Building Complex 

(Manufacturing + Oices) areas as the Back Door is required in both deinitions.  Leaving the 

Manufacturing area does not always mean that you are leaving the Building and so the Back Door 

operation would be unreliable.

The Car Park and Building Complex can each use anti-passback as no door is used in both deinitions.

You may NOT create a group that contains individual Timed and Logical anti-passback areas.

You may NOT set up a Logical area with only a single reader and an EXIT button.  (e.g. Stores)

In both cases, the user can return to an area without being tracked and will eventually 

produce a conlict within the anti-passback rules.

Try to determine the users exact requirements and only set up those zones that are necessary.  

Combining internal areas to produce sequential locking may be conigurable (A to B then B to C) 

but may conlict with other anti-passback rules.

WARNING - These conlicts are diicult to predict and should not be ofered as a reliable solution.
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User permissions 

Important

Anti-passback requires the Net2 Server to be running. If you want to use anti-passback, it is 

recommended that the Net2 Server be installed on a dedicated machine.

The current speciication for compatible PC hardware, network and operating systems is available 

on our website at the following link:-   http://paxton.info/720 

By default, users must obey anti-passback rules.  The Administrator has access to an anti-passback 

tab on the user record that allows the user to be deselected from the system. (e.g. Security Staf).

This allows them to tailgate an unauthorised intruder and not then become barred from other areas. 

The users record also contains a Reset button.  This clears their status should they become denied 

access by the anti-passback system.  Their next valid access sets their location in the system.

If Net2 Fire Alarm integration is also conigured, the Anti-passback system is reset when the Fire 

Alarm event is cleared and the doors relock. This allows users to be tracked again from scratch 

once they start using access control again.
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